Web 2.0 Security
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Who am |?

® Employed by |elsoft (vBulletin)




® Non Static




Vulnerabilities

® Cross Site Scripting (X$$)

® Cross Site Request Forgery (CSRF)
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® |nsert HTML on page

® Bypass Browser Same Origin Policy




XSS Goals

® Embarrassment

® Site Defacement




XSS Attack Vectors

® Unverified / Unexpected Input
® UTF-7 Encoding
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Cross Site Request
Forgery

® Similar to XSS




SQL Injection

® Arbitrary Data Retrieval




SQL Injection Solutions

® Escaping
® escape_string / DBl::quote

® unquoted integers can’t be escaped
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Remote Code
Execution

® Unescaped Shell Commands




Sessions

® HTTP lacks state

@ Potential Exploits
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MINUEN IR

® Sensitive Data Storage

® Brute Force Attacks




High Profile Attacks

® GMail Contact List Hijack




Preventing Attacks

® XSS
® Python - cgi.escape

® PHP - Filter Extension
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Input Validation

® User Input is unreliable and under no
circumstances can it be trusted
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Testing

® Code Audit




Resources

® XSS Cheat Sheet - http://ha.ckers.org/
xss.html

® XSS Scanner - http://springenwerk.org
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Questions

® VWeb Application Security




